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Abstract

The rapid digitalisation of governance, finance, and communication in India has significantly increased the
reliance on digital identities, simultaneously exposing individuals to the growing risk of digital identity theft.
This study analyses digital identity theft from a legal perspective, examining its meaning, forms, and evolution in
the Indian cyber landscape. It critically evaluates the constitutional framework, particularly the right to privacy
under Article 21, and reviews the statutory response under the Information Technology Act, 2000, the Indian
Penal Code, 1860, the Aadhaar Act, 2016, and the Digital Personal Data Protection Act, 2023. The paper further
examines judicial approaches, regulatory and enforcement mechanisms, and implementation challenges. It
concludes by suggesting policy and legal reforms to strengthen data protection, institutional capacity, and cyber
awareness, ensuring effective protection of digital identity in India.
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L. INTRODUCTION

The expansion of digital infrastructure has profoundly
altered interactions between individuals, governmental
authorities, and commercial actors. In the Indian
context, the integration of digital systems through
initiatives such as Digital India, Aadhaar-linked
services, electronic banking, online governance
platforms, social networking sites, and digital
marketplaces has normalised the use of digital
identities in routine social and economic activities
(MeitY, 2023). These identities are constructed through
a combination of personal and technical data, including
identifying particulars, login credentials, financial
records, communication details, and, in some instances,
biometric information. Although this transformation
has enhanced administrative efficiency and broadened
access to services, it has also intensified the exposure
of personal information to cyber misuse. As a result,
digital identity theft has become a significant legal and
social challenge within India’s rapidly evolving digital
landscape.

Digital identity theft is the unauthorised appropriation
or exploitation of identity-related data with the
intention of impersonation or unlawful gain. Unlike
conventional identity crimes, such offences are
facilitated by digital environments that enable
offenders to conceal their identities, automate
fraudulent actions, and operate across multiple
jurisdictions (UNODC, 2021). Cybercriminals
frequently employ deceptive techniques, including
phishing, malicious software, SIM-swap manipulation,
credential compromise, and social engineering, to
access sensitive identity data. In many cases, victims
remain unaware of the breach until financial loss or
reputational harm has already occurred. The misuse of
stolen digital identities can result in unauthorised
financial transactions, fraudulent borrowing, creation
of false online profiles, and other illicit activities that
undermine both personal security and public trust
(RBI, 2022).

The increasing reliance on digital technologies in India
has heightened the risks of identity theft. The
widespread use of smartphones, online payment
systems, and digital service platforms has substantially
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increased the volume of personal data generated and
stored electronically. At the same time, unequal levels
of digital awareness and limited understanding of
cybersecurity practices have left many users
particularly vulnerable to online deception (NITI
Aayog, 2020). Elderly individuals, small traders, and
first-time internet users are often disproportionately
affected due to limited familiarity with digital
safeguards. The recurring reports of large-scale data
breaches and cyber fraud incidents demonstrate that
identity theft is no longer sporadic but represents a
structural challenge within India’s digital ecosystem.

From a constitutional standpoint, digital identity theft
directly implicates the right to privacy and the
protection of individual dignity. The Supreme Court of
India, in Justice K.S. Puttaswamy (Retd.) v. Union of India
(2017), affirmed that privacy forms an integral part of
the right to life and personal liberty under Article 21 of
the Constitution. The Court further recognised
informational privacy as a core component of personal
autonomy in the digital age. This constitutional
recognition elevates the protection of personal data
from a policy concern to a fundamental rights
obligation. Consequently, unauthorised interference
with digital identity information constitutes not merely
a technical breach but a violation of constitutionally
protected interests.

India’s statutory response to digital identity theft is
grounded in both cyber-specific legislation and
traditional criminal law. The Information Technology
Act, 2000, serves as the primary statute addressing
cyber offences and expressly criminalises identity theft
and cheating by personation through electronic means
(Information Technology Act, 2000, ss. 66C-66D). In
addition, provisions of the Indian Penal Code, 1860,
relating to cheating, impersonation, and forgery
continue to apply when digital technologies are used as
instruments of deception (IPC, 1860, ss. 419, 420, 468,
471). While this dual legal approach offers flexibility, it
also creates challenges with overlapping jurisdiction
and procedural clarity during enforcement.

The enactment of the Digital Personal Data Protection
Act, 2023, represents a shift towards a preventive
regulatory framework focused on personal data
governance. The Act imposes obligations on entities
processing digital personal data and emphasises
consent, purpose limitation, and data security as
mechanisms to reduce identity-related risks (DPDP Act,
2023). Rather than addressing identity theft solely
through post-offence punishment, the data protection
regime seeks to minimise opportunities for misuse by

strengthening accountability across digital systems.
This approach reflects an evolving understanding of
identity theft as a consequence of systemic data
vulnerabilities rather than isolated criminal acts.

Despite these legislative and constitutional safeguards,
the effective control of digital identity theft remains a
challenge. Rapid technological innovation often
outpaces the capacity of legal frameworks and
enforcement agencies to respond adequately.
Investigative challenges, such as cross-border
transactions, evidentiary complexity, limited cyber-
forensic expertise, and underreporting of cyber
offences, significantly weaken deterrence (UNODC,
2021). Victims frequently encounter procedural
arising from grievance
mechanisms involving police authorities, financial
institutions, online platforms, and regulatory bodies.
These structural limitations highlight the inadequacy of
existing responses in addressing the full scope of
identity-related cyber harms.

obstacles fragmented

In light of these concerns, a detailed examination of
legal measures addressing digital identity theft in India
is both timely and necessary. Analysing constitutional
judicial

principles, statutory

interpretations, and enforcement practices enables a

provisions,

clearer understanding of the strengths and limitations
of the current legal framework. Such an inquiry also
contributes to broader discussions on data governance,
cybersecurity regulation, and the evolving nature of
digital citizenship. Strengthening legal responses to
digital identity theft is essential not only for protecting
individual rights but also for maintaining confidence in
India’s  digital governance and technological
advancement.

Significance of the Study

The significance of the present study lies in its focused
examination of digital identity theft as an emerging
legal and constitutional challenge in India’s rapidly
expanding digital ecosystem. As
commerce, and social interaction increasingly rely on
digital platforms, the protection of digital identity has
become central to individual autonomy, privacy, and
security. Identity theft directly threatens these
interests by enabling unauthorised access to personal,

governance,

financial, and informational resources, thereby
undermining trust in digital systems and e-governance
initiatives (MeitY, 2023). By analysing legal measures
addressing this issue, the study contributes to
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understanding how law responds to technologically
driven harms.

Academically, the study adds to the growing body of
cyber law scholarship by integrating constitutional
principles, criminal law, and data protection regulation
within a single analytical framework. Practically, it
offers insights valuable to policymakers, legal
practitioners, and enforcement agencies seeking to
enhance cyber resilience. Ultimately, the study is
significant in advancing a more secure, rights-oriented,
and trustworthy digital environment in India.

From a statutory and policy standpoint, the research
evaluates the effectiveness of laws such as the
Information Technology Act, 2000 and the Digital
Personal Data Protection Act, 2023, in preventing and
addressing identity-related cyber offences. Such an
evaluation is essential because gaps in enforcement,
institutional coordination, and victim redress continue
to persist despite legislative developments (UNODC,
2021). The study, therefore, helps identify areas where
legal reform and regulatory strengthening are needed.

IL. REVIEW OF LITERATURE

Solove (2010) provides a foundational theoretical
understanding of identity theft by situating it within
broader privacy and information-processing harms. He
argues that identity theft is not merely an economic
crime but a violation of individual autonomy caused by
fragmented data governance. His analysis highlights
how modern legal systems often underestimate non-
pecuniary harms such as reputational damage and loss
of control over personal information. This work is
significant for understanding digital identity theft as a
structural privacy failure rather than an isolated
criminal act.

Greenleaf (2014) analyses data protection regimes in
developing jurisdictions and highlights the role of
comprehensive data protection laws in preventing
identity misuse. He argues that preventive data
governance, including consent requirements and
security obligations, is essential for reducing identity
theft risks. His comparative work is relevant to India’s
Digital Personal Data Protection Act, 2023, as it
demonstrates how data protection frameworks
complement criminal law by addressing systemic
vulnerabilities in the processing of personal data.

i. To analyse the constitutional basis for the
protection of digital identity, particularly the
under Article 21.

ii. To evaluate the effectiveness of statutory laws
governing digital identity theft in India.

II1. CONCEPT AND NATURE OF DIGITAL
IDENTITY THEFT

Meaning and Scope of Digital Identity

Digital identity refers to the set of electronically stored
information that enables the identification and
authentication of an individual in digital spaces. It
includes personal data such as name, age, contact
details, financial information, login credentials,
biometric identifiers, and patterns of online behaviour
generated through digital interactions (Solove, 2010).
The scope of digital identity extends beyond
government-issued identifiers to cover data held by
banks, telecom service providers, e-commerce
platforms, social media networks, and e-governance
systems. As access to services, benefits, and
opportunities increasingly depends on digital
verification, digital identity has become closely linked
with individual autonomy, privacy, and dignity.

Forms of Digital Identity Theft

Digital identity theft involves the unauthorised
acquisition and misuse of identity-related information.
One common form is phishing, where fraudulent emails
or messages trick individuals into revealing sensitive
information, such as credentials. SIM-swap fraud
enables offenders to hijack mobile numbers to bypass
authentication systems. Data breaches occur when
inadequately protected databases expose large
volumes of personal information, while online
impersonation involves assuming another person’s
identity on digital platforms to deceive others (UNODC,
2021). These methods exploit both technological
vulnerabilities and human trust, often resulting in
financial loss and reputational damage.

Distinction between Identity Theft and Identity Fraud

Identity theft and identity fraud, though closely related,
are conceptually distinct. Identity theft refers to the
illegal collection or possession of another person’s
identity information without authorisation. Identity
fraud, by contrast, involves the active use of stolen
identity data to commit unlawful acts, such as financial

Objectives: deception, impersonation, or dishonestly obtaining
benefits (Brenner, 2010). This distinction is significant
for legal analysis, as identity theft constitutes the initial
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violation of informational control, while identity fraud
represents the subsequent criminal exploitation of that
data.

Evolution of Cyber Crime and Identity Theft in
India (Legal Perspective)

The evolution of cyber crime in India is closely linked
to the expansion of legally recognised digital platforms
governing finance, communication, and public
administration. Initially, cyber offences were limited in
scope and addressed primarily through general
criminal law. With the enactment of the Information
Technology Act, 2000, cyber offences—including
unauthorised access, data theft, and identity misuse—
received statutory recognition. As digital banking,
online authentication, and e-governance systems
expanded, identity-based cyber offences increasingly
emerged as a distinct category of cyber crime requiring
specialised legal regulation (MeitY, 2022).

The growth of digital platforms has significantly
widened legal vulnerabilities associated with personal
data processing. Digital intermediaries routinely
collect, store, and share sensitive personal information
for authentication and service delivery. However,
uneven compliance with statutory obligations under
the IT Act, 2000 and intermediary guidelines has
exposed users to risks of phishing, data breaches, and
account takeovers (OECD, 2019). From a regulatory
standpoint, the absence of uniform cybersecurity
standards and inconsistent enforcement mechanisms
has weakened deterrence and accountability, thereby
facilitating identity theft through platform-based
vulnerabilities.

Trends in identity theft in India reveal that such
offences are predominantly embedded within fraud-
related cyber crimes. Official crime data demonstrate a
consistent rise in cyber fraud cases, where stolen
personal information is used to impersonate
individuals, access financial accounts, or obtain
unlawful benefits (NCRB, 2022). Legally, identity theft
functions as an enabling offence that precedes other
crimes such as cheating, forgery, and financial fraud,
attracting overlapping application of the IT Act, 2000
and the Indian Penal Code, 1860. This overlap has
generated interpretative challenges for investigation
and prosecution.

Emerging technologies further complicate the legal
regulation of identity theft. Artificial intelligence and
big data analytics enable automated profiling and
targeted deception, while social media platforms
facilitate large-scale dissemination of personal

information. Although these technologies enhance
efficiency, they also magnify risks of impersonation and
manipulation, raising concerns about regulatory
adequacy and data governance (UNODC, 2021).
Consequently, the evolution of cybercrime in India
underscores the need for a technologically responsive
and rights-oriented legal framework.

Constitutional Framework for Protection of Digital
Identity

Privacy as an Aspect of Personal Liberty under Article 21

The constitutional protection of digital identity in India
emanates from the expansive interpretation of Article
21, which guarantees life and personal liberty. Judicial
developments since Maneka Gandhi v. Union of India
have established that personal liberty includes
protection against arbitrary intrusion into individual
autonomy and decisional freedom. In the digital
context, identity-related data has become inseparable
from personal liberty, as access to welfare, finance, and
communication increasingly depends upon digital
verification mechanisms. Scholars have observed that
constitutional privacy now operates as a restraint on
identity-linked
information. Thus, digital identity enjoys indirect yet
substantial constitutional protection under Article 21.

excessive state control over

Informational Privacy and the Principle of Data
Autonomy

Informational privacy concerns an individual’s
authority over personal data, including its collection,
storage, and dissemination. This principle has gained
constitutional relevance due to the pervasive role of
digital databases and algorithmic decision-making.
Legal theorists argue that autonomy over personal
information is essential for preserving democratic
participation and freedom from manipulation (Bennett
& Raab, 2017). From a constitutional standpoint,
informational privacy ensures that individuals are not
reduced to mere data subjects governed by opaque
technological systems. Data autonomy, therefore,
serves as a safeguard against both state surveillance
and unregulated private data exploitation, reinforcing
consent-based, purpose-limited data use.

Constitutional Impact of Justice K.S. Puttaswamy v.
Union of India

The decision in Justice K.S. Puttaswamy (Retd.) v. Union
of India (2017) constitutionalised privacy by
recognising it as an intrinsic element of dignity and
personal liberty. The judgment explicitly addressed the
challenges posed by digital technologies and large-
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scale data collection, holding that informational privacy
requires constitutional protection. Importantly, the
Court articulated proportionality as a governing
standard, mandating that any infringement of privacy
must satisfy the principles of legality, legitimate aim,
and necessity. Constitutional commentators have noted
that this judgment transformed privacy from an
implied right into a justiciable constitutional guarantee
applicable to digital identity systems (Bhatia, 2019). As
a result, Puttaswamy provides the doctrinal foundation
for evaluating laws and policies affecting digital
identity in India.

Statutory Framework Governing Digital Identity
Theft in India

Information Technology Act, 2000

The Information Technology Act, 2000, constitutes the
primary statutory framework for addressing cyber
offences in India. It specifically recognises identity-
related cyber crimes arising from the misuse of
electronic records and computer resources. Section
66C criminalises identity theft involving fraudulent or
dishonest use of another person’s electronic signature,
password, or unique identification feature. Section 66D
further addresses cheating by personation using
computer resources, covering online impersonation
and fraud facilitated through digital means. In addition,
Section 43 imposes civil liability for unauthorised
access and data extraction, while Section 72 penalises
breach of confidentiality and privacy by persons with
lawful access to electronic data. Together, these
provisions directly target digital identity misuse.

Indian Penal Code, 1860

Despite the existence of cyber-specific legislation, the
Indian Penal Code, 1860, remains a crucial tool in
prosecuting identity theft. Section 419 deals with
cheating by personation, while Section 420 addresses
cheating and dishonestly inducing the delivery of
property. Identity theft cases involving falsified
documents or digital credentials may also attract
Sections 468 and 471 relating to forgery and use of
forged documents. These provisions apply irrespective
of the medium used, enabling courts to extend
traditional criminal law principles to digital identity
crimes.

Aadhaar Act, 2016

The Aadhaar (Targeted Delivery of Financial and Other
Subsidies, Benefits and Services) Act, 2016, provides a
statutory framework for protecting biometric and
demographic identity information. The Act criminalises

unauthorised access, disclosure, or misuse of Aadhaar
data and restricts authentication and data sharing. By
recognising biometric identity as sensitive information,
the Aadhaar Act addresses identity theft risks
associated with large-scale digital identity systems.

Digital Personal Data Protection Act, 2023

The Digital Personal Data Protection Act, 2023,
introduces a preventive regulatory approach to
identity theft by governing the processing of digital
personal data. It imposes obligations on data
fiduciaries regarding consent, security safeguards, and
breach reporting. While not a penal statute for identity
theft, the Act strengthens accountability and reduces
systemic vulnerabilities that enable identity misuse.

Role of Regulatory and Enforcement Mechanisms
CERT-In and Cyber Security Infrastructure

The Indian Computer Emergency Response Team
(CERT-In), established under Section 70B of the
Information Technology Act, 2000, functions as the
national nodal agency for cyber incident response. Its
legal mandate includes monitoring cyber threats,
issuing advisories, coordinating responses to security
breaches, and prescribing reporting obligations for
cyber incidents. CERT-In plays a preventive and
regulatory role by strengthening cybersecurity
infrastructure and facilitating cooperation between
government  bodies, service providers, and
intermediaries (MeitY, 2022). Although CERT-In does
not possess prosecutorial powers, its technical
advisories and incident-handling framework are
critical for identifying identity-related cyber offences
and supporting subsequent legal action.

Law Enforcement Agencies and Cyber Cells

Law enforcement agencies constitute the primary
enforcement mechanism for addressing digital identity
theft. Specialised cybercrime cells operating at the
central and state levels investigate offences under the
Information Technology Act, 2000, and relevant
provisions of the Indian Penal Code, 1860. These units
are empowered to register offences, conduct digital
forensics, and coordinate with banks, telecom
providers, and intermediaries for the collection of
evidence. However, studies indicate that enforcement
effectiveness is often constrained by jurisdictional
complexities, expertise, and
procedural delays in cyber investigations (NCRB,
2022). Despite these challenges, cyber cells continue to
play a central role in holding individuals accountable
for identity-based cybercrimes.

limited technical
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Adjudicatory Authorities and Appellate Mechanisms

The Information Technology Act establishes
adjudicating officers to determine civil liability arising
from unauthorised access and data misuse under
Section 43. Appeals against their decisions lie before
the Telecom Disputes Settlement and Appellate
Tribunal (TDSAT), following statutory amendments.
This adjudicatory framework offers a civil remedy in
addition to criminal prosecution, allowing
compensation for victims of digital identity misuse.
Together, these regulatory and enforcement
mechanisms reflect a multi-layered legal response
aimed at preventing, investigating, and addressing

digital identity theft.
Judicial Approach to Digital Identity Theft
Supreme Court Jurisprudence

The Supreme Court of India has addressed digital
identity concerns primarily through constitutional and
cyber law jurisprudence, even where the term “identity
theft” is not expressly used. In Justice K.S. Puttaswamy
(Retd.) v. Union of India (2017), the Court recognised
informational privacy as a fundamental right under
Article 21, thereby providing constitutional protection
to personal and identity-related data. The Court
emphasised that unauthorised collection or misuse of
personal information violates dignity and autonomy,
laying the constitutional foundation for judicial
scrutiny of identity-based cyber offences. In
subsequent cases, such as Anuradha Bhasin v. Union of
India (2020), the Court reinforced the principle that
digital rights and data access are subject to legality,
necessity, and proportionality, thereby indirectly
strengthening protection against arbitrary interference
with digital identity.

High Court Decisions on Cyber Fraud and Data Misuse

High Courts in India have played a significant role in
interpreting statutory provisions dealing with cyber
fraud and identity misuse. In Ritu Kohli v. State of Delhi
(2001), one of the earliest cases involving online
impersonation, the Delhi High Court recognised the
misuse of digital identity as a serious legal wrong,
thereby highlighting the need for legislative reform.
More recent High Court decisions have applied Sections
66C and 66D of the Information Technology Act, 2000,
to cases involving phishing, online impersonation, and
financial fraud, recognising identity theft as an enabling
offence for broader cybercrime (e.g., Suresh Kumar v.

Judicial interpretation of cyber laws has focused on
adapting traditional criminal principles to digital
contexts. Courts have consistently held that the IT Act
supplements, rather than replaces, the Indian Penal
Code, allowing for the concurrent application of cyber-
specific and general criminal provisions (Sharat Babu
Digumarti v. Government of NCT of Delhi, 2016). This
approach ensures comprehensive liability for identity
theft, data misuse, and impersonation while reinforcing
the evolving nature of cyber jurisprudence in India.

Challenges in Combating Digital Identity Theft
1. Technological Complexity and Jurisdictional Issues

i. Rapid technological innovation often outpaces
existing legal frameworks, making cyber laws
inadequate to address new methods of identity
theft.

ii. The use of encrypted platforms,
anonymisation tools, and cross-border servers
complicates the tracing of offenders and the
collection of admissible digital evidence.

il. Cyber offences frequently involve multiple
jurisdictions, creating conflicts of laws and
delays in investigation and prosecution.

2. Enforcement Gaps and Low Conviction Rates

i. Law enforcement agencies often lack
specialised cyber-forensic expertise and the
technical infrastructure required for effective
investigation of identity theft cases.

ii. Delays in registering complaints and
procedural hurdles weaken the evidentiary
value, reducing the chances of a successful
prosecution.

iii. Overlapping application of the Information
Technology Act, 2000 and the Indian Penal
Code, 1860, sometimes creates ambiguity in
charge-framing and enforcement.

iv. Low conviction rates in cybercrime cases
reflect challenges in collecting evidence,
securing witness testimony, and judicial

familiarity with complex digital issues.
3. Lack of Digital Awareness and Cyber Literacy

i. Many users remain unaware of basic
cybersecurity  practices, making them
vulnerable to phishing, social engineering, and
identity compromise.

ii. A limited public understanding of legal

: remedies and  reporting  mechanisms
State of Tamil Nadu, Madras HC, 2021). contributes to underreporting of identity theft
Judicial Interpretation of Cyber Laws incidents.
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jii. Inadequate cyber literacy among small
businesses and first-time digital users
increases  systemic  risk, undermining
preventive efforts against identity theft.

Way Forward and Policy Recommendations

The increasing incidence of digital identity theft in
India reveals structural limitations in existing legal,
institutional, and societal responses. While statutory
frameworks such as the Information Technology Act,
2000 and the Digital Personal Data Protection Act,
2023, provide important safeguards, effective
protection of digital identity requires a forward-
looking policy approach that integrates legal reform,
institutional strengthening, and public capacity
building. Judicial recognition of informational privacy
under Article 21 further obligates the state to adopt
proactive measures that prevent identity misuse rather
than relying solely on post-offence remedies
(Puttaswamy, 2017). A comprehensive strategy must
therefore focus on updating cyber laws to match
technological realities,
capabilities, and promoting cyber awareness among
citizens to ensure the meaningful protection of digital
identity in a rapidly evolving digital ecosystem (OECD,
2019; UNODC, 2021).

enhancing  enforcement

Major Policy Recommendations
1. Strengthening Cyber Laws and Data Protection

Cyber laws should be periodically updated to address
emerging forms of identity theft, including Al-enabled
impersonation and large-scale data breaches. Clearer
statutory definitions and harmonised application of the
IT Act, IPC, and data protection law would reduce
enforcement ambiguity and strengthen deterrence
(Brenner, 2010). The robust implementation of data
protection principles, such as consent, purpose
limitation, and security safeguards, is essential to
reduce systemic vulnerabilities (OECD, 2019).

2. Enhancing Institutional Capacity

Law enforcement agencies and adjudicatory bodies
must be equipped with specialised cyber-forensic
training, technological infrastructure, and inter-agency
coordination mechanisms. Strengthening CERT-In's
role and improving coordination among cyber cells,
financial institutions, and telecom authorities can
significantly enhance the effectiveness of investigations
and responses (UNODC, 2021). Institutional capacity
building is crucial for enhancing conviction rates and
increasing victim confidence.

3. Promoting Digital Literacy and Cyber Awareness

Legal protection against identity theft is ineffective
without informed users. Public awareness programmes
focusing on cybersecurity practices, legal remedies, and
reporting mechanisms should be institutionalised
through education systems and government initiatives.
Enhancing cyber literacy empowers individuals to
prevent identity misuse and strengthens collective
digital resilience (NITI Aayog, 2020).

IV. CONCLUSION

This study has examined digital identity theft in India
through a comprehensive legal lens, analysing its
conceptual foundations, constitutional safeguards,
statutory framework, judicial interpretation, and
institutional mechanisms. The paper highlights that the
rapid expansion of digital platforms has significantly
increased vulnerabilities associated with personal data
and identity misuse. Constitutional jurisprudence,
particularly under Article 21, has firmly established
informational privacy and data autonomy as integral to
individual dignity and liberty. Statutes such as the
Information Technology Act, 2000, the Indian Penal
Code, the Aadhaar Act, 2016, and the Digital Personal
Data Protection Act, 2023, together provide a multi-
layered legal response to identity theft, though gaps in
enforcement and coordination persist. Judicial
decisions have played a crucial role in adapting
traditional legal principles to digital harms, while
regulatory and enforcement bodies remain central to
prevention and redress. The study concludes that
effective protection against digital identity theft
requires not only robust laws but also strengthened
institutions, informed judicial application, and
enhanced public cyber literacy. A balanced, rights-
oriented, and technologically responsive legal
framework is essential to sustain trust in India’s digital
transformation.
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